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WC Docket No. 07-52; CSR No. 8233-C: CSR No. 8234-M

Dear Ms. Dortch'

On December 16,2009, Chairman Julius Genachowski, Sherrese Smith, Paul
deSa and David Goldman met with the following Disney and ESPN representatives:
George Bodenheimer (Co-Chairman Disney Media Networks & President, ESPN and
ABC Sports), Ed Durso (EVP of Administration ESPN), Preston Padden (EVP, The Walt
Disney Company), Susan Fox (VI', The Walt Disney Company) and Bill Bailey (VI', The
Walt Disney Company). During this meeting, the Disney and ESPN executives
addressed several issues.

First, the Disney and ESPN executives reiterated the points made in Disney's
Reply Comments in MB Docket No. 07-269 (the Video Competition Report Proceeding),
stressing that the negotiation of retransmission consent agreements should be left to the
private marketplace and that the FCC should not intervene in those negotiations or
require interim carriage of broadcast stations. The Disney and ESPN executives
responded (again) to unsupported tying allegations against Disney, citing to the three
aHidavits on this subject that Disney has tiled in variolls FCC proceedings. The Disney
and ESPN executives also referred to an attached press release, which explained that
during the lust rclransmission consent cycle, Disney offered li'ee retransmission consent
to 91 small cable operators (out ofa total or 113 cable operators "ith whom Disney
negotiates retransmission consent).

With respect to ESPN360.com, the Disney und ESPN executives stressed that the
business modellar ESPN360.eom has nothing to do with net neutrality and stressed the
facts regarding ESPN360.CDm thut are set forth in Disney's Reply Comments (that
ESPN360.eom now is available to approximately SO million broadband subscribers: that
it provides access to thousands of full game telecasts, many of which would not



otherwise be avai lable; that FSPN cloes not lorce any distributor tll carry any of its
products; and that ESPN.co1l1 is EPSN's advertising-supportcd sile offering more SpDl1s
video online than anyhody). Further, Disucy/FSPN discussed and submitted the attached
Empiris paper regarding the economics or ESI'Nl(,() com.

During this same meeting, the Disney and ESPN executives also raised the issues
of Internet piracy and distri bUled the attached paper prepared by The Information
Technology & Innovation Foundation.

Pursuant to Section 1.1206 "fthe Commission's rules, an original and one copy
oClhis letter are bcing tlled as nOlice oCthis meeting. The proceedings al issue me not
restricted and therefore presentations arc permitted. but must be disclused.

Susan I" Fox

cc: Clmirman Julius Gi,,~nachowski

Shcrre'Sc Smith
PauldeSa
David Goldman
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FOR IMMEDIATE RELEASE

July 8,2008

Disney Offers No-Charge Retrans Deals to More Than 90
Small Cable Operators in 10 ABC-Owned Station Markets

The Walt Disney Company today announced the unilateral decision to
offer retransmission consent agreements at no charge to more than 90
small cable operators in the 10 ABC-owned station markets. These small
operators, representing 91 of 113 (80 percent) of the operators in the
aforementioned markets, will be receiving a three-year proposal (2009
2011), which will not require a fee or carriage of any other affiliated
network.

"We are very pleased to support our smaller affiliates with this offer," said
Preston Padden, Executive Vice President, Government Relations, The
Walt Disney Company. "American Cable Association President Matt
Polka, the ACA Board, and each of the FCC Commissioners deserve
credit for raising the concerns that led our Company to adopt this new
policy."

The ABC Owned Television Stations include WABC-TV in New York,
KABC-TV in Los Angeles, WLS-TV in Chicago, WPVI-TV in Philadelphia,
KGO-TV in San Francisco, KTRK-TV in Houston, WTVD-TV in Raleigh
Durham, KFSN-TV in Fresno, WJRT-TV in Flint and WTVG-TV in Toledo.

##

Contacts:

Disney - ABC Television Group

Julie Hoover
212-456-6641
Julie.T.Hoover@disney.com

Karen Hobson
818-569-7789
Karen.hobson@disney.com



EMPIRIS

THE ECONOMICS OF ESPN360,COM

Jeffrey A. Eisenach'
November 2009

ESPN360.com (ESPN360) is an Internet-based sports programming service that allows

users to view popular television sports events over their broadband connections. The service is

made available to subscribers of high-speed Internet Service Providers (ISPs) who pay ESPN a

license fee. More than 110 U.S. ISPs, including both large carriers like AT&T, Comcast, and

Verizon, and small ones like Allwest Broadband, Grande Communications, and the Wabash

Mutual Telephone Company, make ESPN360 available to their subscribers.' Nearly SO million

households have access to ESPN360.

Recently, the American Cable Association (ACA) has alleged that ESPN360 somehow

violates ~'net neutrality" principles because it does not charge consumers directly for access to its

programming, but instead charges ISPs.2 More broadly, some have expressed concerns that

ESPN360's business model might raise costs to broadband providers, ultimately leading to

higher broadband prices (and/or lower penetration), and thus harm consumers.'

From an economic perspective, these concerns are simply unwarranted. At the broadest

level, there is no evidence of market failure in the inten5ely competitive market for broadband

content, and hence no basis for concluding that the market is failing to maximize consumer

welfare. More specifically, economic analysis makes clear that ESPN360 increases the value of

broadband connections, thereby driving broadband adoption and allowing ISPs to spread the

• Jeffrey A. Eisenach is Chairman ofEmpiris LLC. a Washington, DC-based economic consulting fIrm, and an
Adjunct Professor at George Mason University Law Schoel.
I See J]l1p:Li..t;'i12n,s.Q!~.QJ.lJi11m"~~Hw!'!4'~nJ.9.Qb~f1Lj~!.
1 See bJ1p:llml1~icllnc{lble,ot'g/nodl'/1628.

1 See hlJl~;!l:,!~\~jn.d~I!!f.jJ(tC!ltc~bl~.(;"p.n.l./I_~~!.)~,§..;) u)y:"WL.!)'lf at 4.
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high fixed costs of their networks over a larger subscriber base. Thus, rather than imposing a

charge that ISPs might choose to "pass through" to their customers. ESPN360 can reduce

broadband prices for all consumers, thereby further increasing broadband penetration. In these

respects. ESPN360 is no different from a variety of "free" services ISPs offer subscribers as a

means of increasing subscribership. such as anti-virus and content filtering software provided by

firms like MacAfee, and online games provided by firms like Oberon Media.

ISPs license ESPN360 because they believe it will attract additional subscribers.' It is

not surprising that ISPs would reach this conclusion. as sports programming is consistently

among the most popular programming with subscribers on any platform. For example. in 2008•.

market research firm Beta Group found that cable operators ranked ESPN as the most valuable

network on their cable systems for the ninth consecutive year.' The same survey showed that

ESPN also ranked first in helping cable operators sell interactive and broadband services.

Second. by increasing subscribership, ESPN360 and other value-added services benefit

both ISPs and consumers by allowing ISPs to capture economies of scope and scale. Economies

of scope occur because broadband ISPs typically provide - in addition to broadband - either

telephone service, cable TV services, or both (the "triple play"), and there are significant cost

savings associated with providing multiple services to the same subscriber. Economies of scale

are a result of the fact that broadband networks have high fixed costs and relatively low variable

costs, so that the average total cost of serving each subscriber declines with the number of

subscribers .

.j Unlike ESPN's traditional video products, which allow cable operators to earn significant revenues by inserting
local advertisements into ESPN programs (known as "avails"), ESPN360 does not currently generate advertising
revenue for ISPs.
~ See ~~:~.ml.~Lti.~:hfmm:,L..®n1<:jpjj~!.~l1.D.m!J.12.~4.,:
ESPN Disll":y Discovery Top P!W1f1,llnmCrs (n Helping ODs Sell Advanct:~LServk;es Beta S.mdy.php.

EMPIRIS LLC



3

In these conditions, and under reasonable assumptions, a service like ESPN360 reduces

the average cost ofproviding broadband service, and thus not only increases the value of the

broadband providers' service, but also reduces prices for 0/1 consumers. This effect is illustrated

in Figure One, below.

As the figure shows, the initial (pre-ESPN360) equilibrium OccurS at point A, where the

demand curve, 0" intersects with the Average Total Cost curve, ATC,.6 At this point, the

quantity of broadband services purchased (Le., the number of broadband subscribers, since each

household presumably purchases one connection) is Q, and the price is P,. Now, assume that

ISPs subscribe to ESPN360, for which they incur a fee, shifting their average total cost curves

outward by the amount of the fee, as represented in the figure by the shift in the average total

cost curve from ATe, to ATC2. At the same time, however, ISPs incur this fee only to the extent

it increases demand for broadband services, as represented by the outward shift in the demand

curve, from 0, to 02.

As the figure shows, the net effect of these changes is to move the equilibrium from point

A to point B, where ATC2 intersects 02. The important point about point B, of course, is that P2

< P, and Q2> Q, - that is, the price is lower and the quantity (i.e., the number of broadband

subscriptions) is higher than in the pre-ESPN360 equilibrium.

6 The ATe curve is assumed to be identical to the supply curve, In equilibrium, firms cannot charge prices below
average total cost, since they would incur economic losses and ultimately exit the industl)', nor will they charge
more than long-run ATC, as doing so would attract entry. See e.g., F.M. Scherer, Industrial Markel Structure and
Economic Performance 2d. ed. (Houghton Mimin, 1980) at 15-16.

EMPIRIS LLC
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FIGURE ONE:

IMPACT OF ESPN360 ON BROADBAND PRICE AND ADOPTION

A

PI .. __._ .. __~ __.. ~._
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""""""""""-----" r------"
.- - - --:~-----
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The figure also shows the sizeable gain in consumer welfare associated with the

introduction of ESPN360. In the pre-ESPN360 equilibrium, consumer surplus is given by the

area of the triangle P,AC. whereas the addition of ESPN360 increases consumer surplus to

It should be noted that these benefits would be less likely to be achieved if ESPN360

were forced to change its business model and sell subscriptions directly to consumers rather than

through ISPs, for two reasons. First, by conditioning access to ESPN360's programming on

actually having a broadband subscription, ESPN360 both avoids free riding (multiple users of

individual accounts) and links the value of its programming directly to increased broadband

7 It should be apparent from examining the figure that p~ < PI is not a necessary condition for either Q2 > QJ or for an
increase in consumer surplus: That is, both broadband penetration and consumer welfare could increase even if
broadband prices increased, since ESPN360 both adds value to existing subscribers and attracts new subscribers
regardless ofwhether broadband prices go up or down.

EMPIRIS LLC
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adoption. Second, by offering ESPN360 content as a means by which ISPs can engage in

efficient product differentiation, the current business model gives ISPs the ability to more

successfully market their service, thus further increasing broadband adoption.8 Finally, while

there are sound efficiency rationales for calculating the charge for ESPN360 on a per-subscriber

basis (i.e., it creates efficient incentives for promotion and marketing efforts), a per-subscriber

fee structure is otherwise irrelevant to the points made above: Average Total Cost would

increase by the same amount, regardless ofhow the fee is determined.

In sum, by increasing the value of broadband connections to consumers, and by giving

ISPs the ability and the incentive to market that increased value proposition to their subscribers

and potential subscribers, ESPN360 increases consumer welfare and raises overall broadband

penetration.

8 For an excellent treatment of the impOJ1ance of product differentiation in declining cost industries such as
broadband infrastructure, see Hal R. Varian. "Differential Pricing and Efficiency," Firsl Monday 1;2 (August 1996)
at 2.

EMPIRIS LLC
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Steal These Policies:

Strategies for Reducing Digital Piracy

BY DANIEL CASTRO, RICHARD BENNETT AND SCOTT ANDES I DECEMBER 2009

Executive SUD1mary

T
he rise of broadband Internet access and cheap storage, along

with the growth of digital content, has enabled digital pi

racy to flourish around the world. Piracv enables the 'unau-- ,

thorized clistribution of music, movies, television programs, software,

video games, books, photos, and periodicals quickly and easily, to the

detriment of creative artists and legitimate rights holders. These prac

tices threaten not only the robust production of digital content in the

future, but U.S. jobs in the present. Unfortunately, many advocates,

believing that information snould be free, would have government

not only tum a blind eye to digital piracy, but actively tie the hand~

of companies who seek to limit digital piracy. This report makes the

case that digital piracy is a serious problem w.ith signi£cant ramifica

tions for the u.s. economy, that a number of approaches, including

technical solutions such as content identification, are nee~ed to reduce; .

piracy, and that governments should support legitll:nar:e indu~tty e~::·

forts to reduce digital piracy, includit1g those that focus on the tevenue

streams of those. engaging in piracy.

ITIF

There is no "silver buUet" that will solve
the piracy problem-no single tcchnical
or legislative proposal will completely
solve such a complex issue-but there
are many "lead bullets" that can help
reduce piracy. Just as prevcnting thefe

in the offline world requires a combi
nation of industry-backed technical

comrols such as locks, c1osed~cir.cuit

n r
, and anti-theft packaging as well

as a government-funded system of law

enforcement, digital piracy requires .a
coordinated approach, i\Iuch ~f this ef

fort willlikcly come frpm industry, but
gm-ernment has an important role. to
play in protecting the Lp,te!lectual prop-
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t

erty of copyright holders as a strong lEgal system is the

bedrock of comm<':,rc' in both the digital and analog

I,lmrld. In addition, government should ilot preclude
those impacted by digital piracy, including copyright
holders and lSPs, from taking stt'ps to limit digital pi

racy,

Not every effort to reduce digi~al piracy should be em
braced, of course, but" there should be no doubt that
dfons clearly directed at digit~tl piracy can be and
usually are different £!Om the over-broad, ineffective
methods that are often held up for criticism. In fact

there arc many technologies ,available to confront digi
tal piracy that arc cost-effeCtIve and only impinge on
the "freedom" to steal Much more can and should
be done to limit digital piracy and we need to open a
broad dialogue that engages all stakeholders, incl].lding

government, content owners; website operators, tech,
nology developers, and ISPs, on how to improve the
global response to the problem of piracy, loward that
e9d, this report recommends· that policymakcrs:

• siJppott, rather than impede) anti-pira~y inno
vation,' including' the development of new

technical means.

• ~neourage cQordin~ted industry action, to take
steps to 6g:htdigital piracy, inCluding steps like
ISr impl'ement~tionofgraduated response sy~

tems~

• M()re actively pursue interna"tional franieworks
and aetiop to protect intellectual property, in
cluding digit~l content.

Widespread piracy. ov¢r the Internet seriously hattns
artists, the famous and struggling alike,. who create
content, as wc;l1as' the t.cchnicians ~hopIOduce it. !t"
ultimite1y also hurts law-abiding consumers who must

pay higher p.rices for cont~nt, ertjoy less conie.nt, or pay
higher prices for Internet access to compenSate fo.r ,
the casU of piracy. Moreover, digital piracy not only'
res\11ts' i~ tlui u~authorized distr.ib~tion.of content, it
hurts the ability' of cont~nt producers to create legiti
m.ate business models for selling digital content; as the
saying goes, "It's hard to compere with free." ~1i.ile

many companies have rallied to the challenge and cre

ated compelling businessts to sell content legally, on
the whole, digital content is more profitable to distrib"

ute illegally than legally and always will be.

.\.5 the leading global P~Od\lCer of digital content, the

impact of piracy on the United Statl's IS, substantial,
wil h U.S. compan ies annually losing billions qf dollars
and eliminating Ot never creating tens of thousands
of jobs. ,'\ltho\\gh piracy is a scrious problem in the
Untted States, it i.~ even more serious in many othc.r
parts of the world, especially emerging marke~s. The
Busine.ss Software Allianw fouod, for example, that
although software piracy declined or remained'the

s:a.me in over eighty percent of countries, global piracy
still increased by 3 percent in 2008 because of rapidly
cxpanding growth in PC llwm:,rship in high pinley re
gions such as Asia and Eastern Europe.

Digital piracy ~rill never be completely stamped q,ur,
but it can be dramatically n:duced. To do S0,. though, ,
requires the implementation of a wide array of means,
including education of c~n~umer~;3' range of techni~ai;~'
solutions, and of course, more aggressive criforc~ment.

of the legal rights of copyright holders. .

To change social behavior, some content ow-ners have
. tried to educate users on ~he impact of piracy througp',
'm.arketing campaigns. These tactics'work iti par?-l~c1 .
with effottsto p.rovide users legal means to access cou;.- _
tent, such a~ developing new forms of dist!lbutionlike'
the iTunes store O! J lulu. . ,

'lechnical controls, includingdigital rights tnanage..
ment (DRM), 'network management, and! conten{'

identification systems,.can also be used to make .piracy 1

more difficult. DRM technology prevents unauthor
ized use, such as enforcing licensing requiremenls' on

software or preventing content from being duplicated.
lit Ne!:'.vork, managemcnt techniques, iocluding. bit caps 1

and traffic shaping, can he1p'reducep~cyadd at ig
I same ti.m~ the load onbroadpanq netv.:'oi~s, r'ediic,:.. . '!. .ing costs !l0d improving the quality o~ rritcrnct ~<>;c~&ic ~,'
l for the vast majority of law-abiding l:;'t;oad!}and users.•< «

I" Content ic;ientification systCJ:!lS recd~ize copyr~hted '"
~., content so that copyright owners' can take s.tt;ps:to re-
. duce digital piracy. Using these systemst copyrigliie¢:,;1 .
I content can be detected by automated Ul.eaos if oth" , ....'
j, . " .

ers try to share it on filc"haring networks or wcbsitcs.
The technology can be deployed at various locations,
including Oll peer computers on fire sharing networks,
on the ~erv~rs of 1,lscr-generated content website'S,

on consumer eIectronic5, and at the lSI> level as datil

passes th~tough networks into and out of network end- .
points.

PAGE II



Some a,dvocacy groups aligned with the informarion

commons movcment have conckmned the usc of many

of these technical controls largely becaugc they believe
that copyright holders should have fewer rights and
that piracy is not a problem. 'They argue that such tools
are ineffeclive., costly and destruct!ve to the rights of
lnternet users. These e,,"iticism.s, ho\vevcr, are flawed

and inaccurate. _\nri-piracy solutions, including con
lent id~~nd6cation technology such as watermarking

and fingerprinting, are mature, highly accurate and
widely available. The COSt of these systems varies by
impkmenratton, but if the. benetii in reduc(,';d picrac)'
out'\l/cighs the cost of implementation, then jt makes

strategic sense to use the technology. These systems

can easily be irnplce;mcnted with safeguards to ensure
user. privacy and protect free,speech while still protect
ing the rights of copyrightowl1ers.

These advocates also expres~ fcars that anti-pir(lcy
mea.sures would somehow violate the. Inremet archi
tecture. The Internet arc4itecture is no more friendly

[() piracy than to law-abiding uscs; the Intemet was de
signed to serve· as a testbed for experimentation with

legitirri.ate network applications, protocols, and ser
vices, not as a monurpent to' technology as it existed
at a particular moment in time. If thi Imemet has a

central principle, i~'is one of s,ontinual improvemeItt.
As pr9blcrns emerge in tHe use and management of tht~

I ntemet, engineers devise solutions. \'{'ith the ·advent

of a global piracy industry, piracy ha~ beco~ a prob~

lem that demands.-and has prodticcd~anumber of
solutions.

_<\ddiuonal technical controls may also help reduce pi
racy. JSPs and search engine.s could implc.ment policies

that block websites that host or link to pirat~d cqntent.

Pirated cont~nt:is increas.ingly f6und not only op.. P211
nct\v~orks; but aIse·on wcbsites for uSers to downlQad
or strea~.These websites are supported by ;dvertising
or by selling the content to users. Blocldngthese web
sites at the rsp le,vel and from search engine results, .as

weB as pressuring advertising networkS and credit card.

companies to ref{ai~ from supporting these websites,
will help reduce this form of piracy. '

Legal strategies also are a key tool to fight piracy in
cluding prosecuting the individuals and c~mpanies

that upload and download pirated content. In the ttll

ing against the £ile~sharingcompany Grokster, the US.

SupreJue Coun made clear that o\\'ners of applications

or services design\.:d to mabie file sharing of copy·

righted content couLd be held liable for infringement

by [hird-parties. Some individuals establishing such

piracy tools or website.s have responded by t.l:ying lO

find sheller to continue this activity in countries with
weak enforcement regimes.

Content owncrs have abo begun to scad notices, of

cop)'right infringement to Internet users so they be
come aware that they are responsible for their actions

onlioe and can t;lkc steps to prevent un;tuthotized usc,

such as sceuting a wireless router or supervising a Wcn

ager, before facing more serious consequences for mis
me. Contcar owners can identify individual Internet
users suspeeled of ilkgal file sharing and thel1 ask ~he

user's ISP forward on the nouce to the user. lSPs can

provide a graduated response to ctlotinued violations
of copyrighted content by i'l1e same user, by pt~viding'

additional warnings, and incremental punishment, up
to and including a termination of the service. A nUJ:?

ber of countries,. including France, the United King
dom, South Korea, and Taiwan have impleul,ented or

are in the process of implementing this typ~ of"three
s~rikes" system with safeguards in place to ensu~c citi
zens' rights are protected. Suc.h legal regimes andcn-:. ,

operative agreements between rights holders and ISPs
can both reduce digital piracy..

'~, .

Government pol~cies can and should phi.l .a. key role .,,",

in helping reduce digital piracy.. They ca'nstart by
supportiqg technologica1hlllovatioQ' Jl;lSt as go.vern
ment should ,not restrict multi-purpose innovations'

that may inadvertentIy aid illegal activity-such as
cryptogl'aphy, networking protocols and multimedia:
encoding-neither should it restrict innovations that

can reduce illegal activity-such as digital ~ights man
agement, content identification and filtering, anp nct;" .<

workmanagemenc Restricting such imlovation wouid"
mean that the technology would oot improve over

time. Or as a bumpeI sticker might say, "If you outlaw
inntwation, only the oudaws will innovate." Bu~ t.he '

federal government should' do more than not restr;ict'

anti-piracy innovation, government agencies. like the

FCC should af.firrn that they takes piracy seriously and
encourage anti-piracy innovation and use. ~. federal

government needs to take a clear position that it' sup-··
potts rt:(lsonable industry aetton to fight d.igital piracy.
"\nd the FCC should also develop a ptOcess whereby

,'HE INFORiM"lON EC,'iNOLOGY & lNN0V,\Tlor, FOU~JDi\Tl0N DECEMBER ~009 PAGE III



rndus[ry can consult with [hem 00 proposed uses of
anti-piracy technology and consumer advocates and
o(hcrs can bring forward l'onccrns about actuall1ScS.

Government should also support coordinated indus
try action to fight piracy. In a competitive market, a
classic prisoner's dilemma exists where companies
would be better off by implement.ing anti-piracy mea

sures, but may not because the cost of actiog alone
is LOa risky. Going forward then.: is an opportunity
for more industl)" collaboration to .fight piracy. The
federal government should encourage stakeholders to
dcvdop best practices :lnd collahorat.ive sclf.rcgula
tion regimes, such as ISPs implementing a gmduated
response system. Other approaches, hO'ol;rever, sttch as
blocking wcbsitcs j may require .governmental approval
before industr~r can act. Toward (his end,. there is a
neeu for a process by \vwch the, federal government,
with the help of third parties, identifies websites and
organi"';ltion.s around the world Lhat arc materially en
gaged in piracy so that ISPs aud search engines call
block th.em, adYcrt~ing nenvorks and other comp<t
nies call' refuse to place ads with them, and banks and
credit c.ard c.ompanies can ref\lse to process payments
to them.

Finally, it is t.ime for the u.s. government to rake global
theft of U.S. intellectual property'gcnerall)', and digital

content speClfically, much mare seriOusly. III particu
lar, this means that the U.S. government should take a
much mon.: proactive po~ition 00 pres:;uring other na
rions to abide by rules regarding dig.ital conreut. l'hi5
includes taking more cases to the \X'orld Trade Organi"
zation (\X·TO). wo.rking more dosing with the World
Intellectual Property Organization (WI PO) and other
global bodies, and including reguirements f01: r.educ
ing conrmt theft and penalties for failun:, to do so in
future trade agreements, [\ nd while the specific terms
of the And-Couoterfeiting Trade .\.greement (.\:eT,\.)

are not yet public, this type of multilateral trade agree
menr 15 necessary to create a stronger intelkctual
properry rights regime and protect the rights of U.S.
copyright holders globally. :--":ation.3 that turn a blind
eye to piracy should lace significant pressure and'~en

altics fOJ; doing so.

Because we aU share the responsibility for maintaining
the health and viLality of the Internet, the time has
come fOt Inte'tilet emerprises and governments to take
some measure of responsibility for maintaining its in
tegrity. There is no legitimate renson for web sites that
enable piracy to exist-the In'ternet was not meant to
be a gigantic piracy machine. The time has come for
the law to catch up with technology by adopting a rca~

sonable set of enforcement meaSU-tes to make piracy
less prevalent anq le:;s blatant on the Intetnet, .
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Steal These Policies:
Strategies for Reducing Digital Piracy

BY DANIEL CASTRO. RICHARD BENNETT AND SCOTT ANDES I DECEMBER 2009

oM I.

"'-~"'herise of the broadband Internet and cheap storage has led to

an explosion of digital piracy (the copying of digital content

wi.thout the rights holder's permission). Piracy has significant

costs In terms of lost robs and higher prices for law-abiding citizens.

\Vhile there is no silver bullet for stopping piracy, there is a large array

of "lead bullets" that collectively can significantly reduce digital piracy.

These include teaching consumers thac digital piracy is unethical a.nd

illegal, applying technical means to stop piracy, and engaging in stron

ger enforcement of the legal rights of content owners.

.:;o!'fnl!17i1nt. ,ontelit

ITIF

_\.s with any b-u.' enforcement initiative,
efforts at reducing digital piracy involve
balancing costs and benefits. \~;hile

sueet crime could be reduced by dou
bling the number of police, most com
munities find ail equilibrium where the
marginal cost of an additional police of
ficer does not outweigh the correspond
ing reductton in crimt:. With regard to
digital piracy, it is hard to argue that this
equilibrium has been reached-that
socict!, would not be better off with
greater efforts to stop digital piracy. The
extent of piracy is so large, and the costs
of cnfmccroent quite reasonable, that it
is clearly in the public interest to take
more aggressive steps to curb it.

Relying on statements such as "the In
ternet was designed to be au open sys
tem" and beliefs that the Internet is
based on a "tru~' free and sharing spirit,"
a number of advocacy groups argue tlut

government should actually restrict pri
vate sector efforts to reduce digital pi~

racy while at the same lime doing little
to enforce intellectual property rights. I

)iot every effort to reduce digital piracy
should be embraced. But there should·
be no doubt that efforts dean)' directed
at digital piracy a:re different from the
ovcr~broad, ineffective methods that
are often held up for criticism. Iii fact
there are many cost-effective. tech~

nological syste~s to confront digital
piracy and digital pirates that only im~

pinge on the "freedom" to steal. Much
more can and should be done to limit
digital piracy. W~e need to open a broad
dialogue that engages all stakeholders,
including government, content owners,
website operators, technology develop
ers, and ISPs and other intermediaries,
on how to improve t.he glob3,l response
to piracy. Thwa.rd that eod, (his .repo.rt

recommends that policymakers:



or all the industries that have been revolutionl2:cd by
the rise of digital technology and the global rnre met,
few havc been hit as hard as the content inJu:;mes-
rhe producers of music, movies, television programs,
software, video game,s, books, photos, and periodicals.
The Internet has made global distribution of content
easier than evcr, 'with the ultimate promi:;c of s.lashing
cosrs by teducing the role of middlemen who produce,
distribute, and sell the physical copies. Unfortunately, '
the digital era also has a serious downside for content
producers arid others in the industry as it has made it "
easier than ever for consumers to get access to content •
without authorization or,without paying for it. ' ,!

i'
':

This, is not merdy a battle between gia'nt med~ con- '
glomerates and a group' of cyberlibertarians who want
to rethink copyright law (although Christrian Eng
strom, a representative of tbeSwedish Pirate Party has
stated that its "manifesto ,is to reform copyright taws
and gradually abolish the patent system"),4 Widespread
piracy over the Imernet seriously harmS the artists,
both the famous and struggling, who create content,
as ~tell as the technicians-sound engineers. editors, ' ,
set designers, software and game programmers-who,
proJucc it. It ultimately also hurts law-aBiding con
sume.rs who must pay higher prices f()t content, enjoy
less content, or pay higher prices for Internet access to

JI~bJiteJ' likr Miltil/ora, fhe Pirate Bq» cl1Jd irolItit:t. r01lti11e!y

runk a1l10n.g the T.'/OJ'/popular website! on tbe In1mlet iJnd qlJer

tbt ability IIJ dowlJmat! /Jirtua~~: tJ!/l)f}put...-r TV mi.u, movie,r.

and rrm:tIJ released .r{j;~f!/

1I-iuch of the illegal exchange of content ha:; been fa
dlitated by digital tools that facilitate file sharing be

tween users, including peeMo-pccr (P2P) file sharing
networks (e.g. Napster, Gnutclla, Kazaa, and BitTor
rent), hosted onllnt file shares (c;.g. RapuJshare, J\-Iegau
pload, and Drop.io) and online streaming serVices (e.g.
YouTube, Metaeafe, and Live5tream.com). While all of
these technologies have legitimate uses, the technol
ogy is also used for the unauthorized distribution 'of'
digital content on a global scale. In some cases, such
as \\-ith some P2P file sharing oenl.'o.rks, this has even
become the p.rim;;pal usc of the technology, although
such netWOrks are occasiol1aUy used to distribute leg'.11
content. 1

Websites like Mininova, the Pirate Bay, and isoHun~

routinely rank among the most popular websites on the '
Internet and 9ffCt the abIlity to' download yU:tuaJly all
popular TY series, mO',ies. and recently released songs
(although recently a court order forced J\I.ininova to
remove its unlawful COritc.nt).3Gnauthorized file shu-

jI ing has been exacerbated by the ~O\vth of-Web 2.0, or

i'. websites that cater to user-generated conte~, as many
t Internet users make no distinction when; qploading bel tween content they are authorized fo uplOad and COI)-

tent they. are no~.
i
t

I

Of course, virtually every product sold to consumers
is vulrierable to theft, which is why retail stores spend
money to prevent shoplifting. The. usc of technology to
make unauthorized copies ofcontent is not'new-many
of these same problems 'were e.ncountered with VCRs
ox Xerox m~chincs.Hlltuillike the analog tech.nologies
of the past, today's digital technology allows an infi
nire number of perfect copies to be made inexpensively
from just one original and furtht~t allows those-copies
to be distributed almost without cost around the world
using the Internet. Completely eliminating tlill kind of
piracy is llnpossible. Once one digital copy of a song or
fi 1m is created without cOP}'-I.'rotection measures, indi
viduals can quickly di.~tribure it over rhe Interner until
it is widely available. The growing availabiliry of high
speed Interner connections and cheap storage meanS'
rhat users can download coutent regardless of the size
of its dig~tal footprint-from small music recordings
and c-books to large, high-definition films andtelc
vision programs. Despite these obstacles, however, it
1S possible and desirable to significantly reduce digital
puaey.

THE PROBLEM OF DIGilTAL PIRACY

• More '.lctive1y pursue international frameworks
and action to protect intellectual property, in

cluding digital content.

• Encourage coordinated industry action to take

steps to fight digital piracy, such as ISP imple
mentation of graduated response systems.

• Support, rather than impede, anti-piracy inno

vation, including the development of new

technical means.
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cOlTIpensate for the costs of piLacy. J.\{oreovcr, digiral
piracy not only rc~ults .in the unauthorized distribu

uoq of contellt, it hurts the ability of content producers
to create legitimate business ffi()dds for ~elIing digital
conrcnt.i\.s the saying goes, "It's hard to compete with
free." \,<llllle many companies have rallied to the chal

lenge and created compelli~g businesses to sell con
tent le.gaUy, on the whole, illcg~lcontcnt still cemains
widely available. and cOPlmonplace.

Whil<; most individuals do not shoplift DVDs out of

n;tall stores, many people f~e1 comtortable download
inglno'vies without paying for them. Why do so many
people knowingly choose to contlnue to dowilioad

unauthorized c.ontent? One reason is that it is so qsy
to find and download copyrighted content online. If
stealing cars was as easy as pointing and clicking, the

f3 te· of mmaI veh.ide~~heft would probably be much
higher. A Pew Report found that "75% of teen music
dO'l.vqloaders ages 11-·17 agree that 'file-sharing is· so

casy to do, it's untealiscic to expect people not to do'
it."'~;:This survey also reflects them<;ntality (and rcal
ity)among many groups that "everybody is doing it."
j\f~eove.r, th~ IuteJ;net give~ Qsers a senSe of anonym.
ity:",here. the risk ofgetting caught is rdabvdy low and
that of punishment even 10weI:. . .

The' Impact of Piracy in the United States and
Abroad
Piracy is a· major problem iD. the United States, While·
the exact cost,ofpirac:y is d.ifficult .to m~asrire •.theim...,
pact is substantj.al,with one e~timate findingthat'the

Figure 1: Competing with Free

Qfflcult -

Easy

u.s, motion pictutc, sound recording, busine.ss soft
ware, and entertainment software/video game indt].s
tries lost over $20 billion dollars in 20Q5 due to piracy',
and retailers lost another $2 billion, for a l:Ombineci
loss of over $22 billion6 It is likely that these losses
are even higher today because a larger share of the
population has broadband connectivity.;

Some us~rs may see this as a victimless crime. How
ever, piracy has a neg,nive .impact ou the economy.
The recording industry has been hardest hittli~s fa~1 .
because digital song fi.les are smaIl enougl;t.Jo trail~

mit quickly; even Qvecrelatively 510wlntemet connee....
ti<Jns.In 2005, music piracy was assbdated ~ith the
loss or lack of realization of over 12,000 jobs in the
sound recording industry .in the. Uilited States;~ It is
estimated that the United States recording industr)'
and related industries in 2006 lost over $:?5 b~lliqn to

online piracy and approximately $1.5 billion in. physi~

cal piLacy,9 The International Feqe,tati0D: of thl! Pho~
nographic 1ndustry (TFPI.) estimates" that the figure
is as high as 20 illegally downloaded songs for every'
purchased track,1O . •

Other content industries have been impacted by pi
racy as weU; The motion pictur.e industry has 10.s1; .•
significant amounts of money to pirated movies. ,both.
online and 011 DVD. According to a repo.rt publish<;d"

. by LEK Consulting, the US. motion pi~tu:re~dustry

lost $6.1 billion to piracy· in 2005, whicl(one report' "-'..
argFcs eliminated or prev~nt(':p.thccreation of 4~,597' , .
jobs in the motion piclute IndUsU:y.II::· .

",'

f"iI3CY rrade mo~ dlffiaJlt
-encryption
-spoaflng
-prosecution
-edecatlOn

Pun;hue n'ade easier:
-prociuctlonldislribLiion savings

passed Il) consumers
.......f[B~ibil:ty in liC€:l5ing
-s.r'gle-j)oHal shopping
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~dthcr arc software companies immune from pir<lcy.
Ahhough the United States has the lowest software pI
racy r"te out of any of the 110 countries siudic.d by the
Business. Software _-\Iliaocc in 2005, piracy len:ls as a
percent of tOEal market size are comparatively srllall in
the United States because the software market i11 the
United States is significantly larger than in any other
nation. However, the total quantity of p1r.3led software
in the United States is larger than anywhere else in the
world. With pirated software equaling 10 pe.rccnt of
lcgltimatc sales, the'LOtal value of pirated softu-1tre is
estimated to be over $9 billion in dlC United States. 'l

:\-Ioreover, although piracy rates have hovered around
20 perceot for the !.ast several years, total software pi
racy has steadily increased io line wirh rhe growth in
software sales.

./Uth0u..f?,b JYJjtwarepirary ded/ned or remained the same in !!lore

them 80 percent c:/cf)lI1:tnes, globalpirury Jlj/linmaJed 0: 3

percOtlt in 2008 bCfatJJC o/rapid!y cxpl!J1ding,grr>wfh in PC

ownrmhip in highpin1':Y rogiotlJ· stich 1lJ' AxiL} CJnd Eastern

Europe.

Vidwg:lmc pir<ic)' is a growing problem in both the
develope.d and developing world. 10 2008 the .En
teItaiomeat Software Alliance detected more. thaa
700,000 copyright infringemeots a month across more
than 100 countries and sent out 6 million copyright io
frinRcment notifications·, Ind~ed, according to a r.eport
by the Internationallntel1ectualProperty Alliance, in
Decembe~ 2008, 13 titles were illegally downloaded
6.4 million times.. The. top two titles alone a.ccounted .
for nearly. th.r~e-fourths of iUega-l d~wnload.s. The re- .
port, which cV3luated pit:acy in 219 countries, f<;lund
that two P2P networks, Bit'Thrrt"nt anqeD6nj{ey, were
the largest sources of gaming piracy.l3

Although not as commo~ asmusit, movie, software,
or videogame piracy·,e~bookpiracy is growing, partic
ularly as more content is soid in digital forinat. 'X'hile
hard dat.a on book piracy is scarce, mao)' publishing
industry anal}'st~ ~ee evidence of an alarming increase
in pirae;y, due in part to the advent of the e-book
readt.~r. Por example, John \Viley & Sons. (publisher
of the Dummies series) repom that in April 2009 it
sent out S,OOO notices of online copyright violation-

mote than double the number of uotices senr in the
previous rear" In addition, e-book piracy appears to

be motc concentrated on CerL,lln websites than mllsic,
soft\v~re, or motion picmre piracy. lndeed, some in

dustry observers estimate that as much half of e-book
piracy is housed on R;tpidShare, a Switzc.rhnd-based
file hosting company that has advertised more tha.n 10
petabytes of user uploaded file.s. " Alexa.com, which
provides a global ranking of wcbsirt's. currently lists
RapidShare as the 26th mos,t popular website in the
wodd. lI,

ALLhm,gh piracy 15 a problem in the United States, the
issue is far worse in many other parts of the world~

especially in emerging markets. For example, the J3usi
ness Software A!liance found that. although software
pirac)' declined or cemained the ~ame in more than 80.
percent of countries, gloha~ pi.racy still llc.d:ased by 3
percent in 2008 because of rapidl}' cxpallding grd~vth

in PC ownership in high-piracy regions such as '\5i-a
and Eastern Europe. lndeed, even though emerging
markets only accuunt fot 20 percent of thesoft\vare
macket, lhey make up 45 percent of software pir.acy."

·Emerging markets account for a large portion of piracy
in the music industry as well. China in particular has.
a high tare of piracy \\'here over 90 percent of dow(1
ioaded songs are illegal. Many Latin American c~un

tries similarly experience high {'ates ofmusici pit~cy: it
is estimated that there were 2.6 arid 1.8 million' iIlcgaily
downloaded songs in Mexico and Brazil, !esp<:ct~\'e1y"

·in 2006. The rampant piracy appears to. have had a
negative impact on the market in these coun~i~s with l

the retail and onlitie music ma,;kets declining by 25
and 50 perceat respecti,\tely in each country,18 More
over, absent concerted an:d sed~us efforts tG combat
digital piracy in the Unitee! States and abroad, it is li~e~,

ly t4at the overall rate of pit!ley 'will increase: asmo.re,;
·people acquire Interne.t-connected compute.rs and the ..

: average broadband speed increases. . ,-' .

\Vhile digital piracy is a problem for. many nations.with
domestic content i.ndustries, it is a particular problem
for the United ;States since the U.S.. leads in global prQ.,
ductioD of digiral eont~nt.19 ~\.s these industries foim a
core part of America's compctitivc'ad'\tantage, creating
higher wage jobs and export sales that help offset the
large trade deficit, their decline would have disastrous ,
consequences. Aggressive efforts to fight digital piracy
~'ill therefore ha\~c important benefits for American
workers and the .\merican economy.
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DEFINING PIRACY
Onc obstacle, to combating digital pi.racy is the dis
agreement over its definition, In general, digital piracy
is the unauthorized copying a~ld disuibution of copy
righted coorene Common examples of tlus include
downloading and uploading movies, music, e-books,
software, and other copyrighred content online, Digi
tal piracy happens both on and off the. Intei:ne£. I'or
eX-ample, digital piracy includes both. I he ooline disrri
bution of lllovies 011 P2P netwotks as well as the sale
of counterfe.it DVDs.

fndiuir/;ta4 ,1nti organi7,fl/il)lI.l· l.ij)(:ratillg websilbi and Tn/ernel

...eruiw tbatfaciliit:tte jJirary If/en do so ullth the dear illtmt of
. pr~ijiillg at !h£ e.\."jJenJt ofth, 'ORyright holden.

Tfowever, nOt all unauthorized use ofcopyrighted con
tem necessarily constitutes' piracy. ,rarious gray areas
exist where the line between what is strictly legal or
illegal is blurred. For eiarople, fair use principles allow
for the limited use of copyrighted coorent for specifie'
applications, such as for some academic and editorial
pUl·poses. What constitutes fair use is not always clear
cur. The website Totalnews.com was sued by major
publishers for'violating their copyright for displaying
news artiCles from major websites like Washington
Post and' CN T ~ a fr~me on its own website.10 Pub
lishers have also criticized blogs and other news aggre
garors for n~printing all exccssive amount 0f c()nten~,

for which the third-party website earns' advertising
reve01)e.. Even Google has fallen und~[. criticism fot
its use. of snippets of text ftom publishers in it:; Google
~eW5 service, a practke that led News Corp CEO and
Chairman Rupert Murdoch to ask; "Should we be al
loWing Coogle to steal all oUr copyrig\:1tS?"2!

\Vhat is more; clearly piracy is the reproduction apd
distribution of material protected by copyright with
out the publishers' permission, including on P2P net
works. As P2P file sharing ~etworks ~ave evolved, the
middlemen that facilitate the exchailge of copyright
ed coorent have grndualiy removed themselves from
the process so rhat they do not host allY copyrighted
content on any of their servers. On a technicall<;!vel,
the individWlls directly violating rhe rights of copy
right holders arc not necessarily the ones running the

websitcs or applications facilitating the exchange of
copyrighted file~, but those .individuals that upload
:lnd download thesc liles. For cA:lmple, RitTorrent, the
most popular P2P protoco~ allows users to download
fiks by using a torrent file, a small file cO:Qtaining a

sc,ries of hash values that identify a laLger file. The tor
rent file itself contains metadata about the copyrighted
uk, but no co~yrightcd information itself. In addition,
some website:> act as "trackers'" and maintain a list
of ~'hich 13irTorrent clients are using which t.o.rrenrs.
Organizations like The Pirate Bay, which directly fa- ,
cilitatc the illegal exchange of copyrighted content, usc
these ("lCtS [Q try to avoid legal action taken against
them (although naming the organization "the Pirate
Bay" docs undcrmine its claim to innocence). ,As The
Pirate Bay stares on its website, "Only torrent files ate
saved at the server. That means no c;opy.cighted and!
or illegal material are stored by us. It,is therefore not
possible 1:0 hold the people behind The Pirate Bay
responsible for the materia.l that is, being spread us
ing the tracker."22 'X-'hile rhis technical,distinction has
nor held up in court for The Pirate Bay, the argument
becomes more compelling the furthe:r away an online .
service is fro~ the direct infringer. For example, many

i, other websites arc even a filIther step removed from.
the process, and act not as a "cracker" or "indexer," but·
as merely a search engine for other webs-ires hosting
torrent files. The Pirate Bay has modified its 'approach
to facilirating .unlawful eXc11angeS by discontinuing
its tracker service in favor a decentrali:zed system that
accomplishes the same result by diffcrent means. Of

. coursc, users find borh types of websites through ua.
; . ditional search engines such as G?ogle and Bing, and.
!. th~ough biogs that link to these tracking and inde~g

\vcbs-ites, '

~'hile there are legitlmare debates over where the liries
for fair usc should he drawn, therc should be no q'\;lCS

tion about the fad that egregious violations of copy
right-~uch as uploading afull-leng~l Hollywood

'! ,movic to a P2P network-arc dearly illegal. Moreover,
individuals and organizations operating websites ind
Internet services that 'facilitate piracy often do so witli
the dear intent of profiting at the expense of the copy
right holders. Even websites that operate within the,
bounds of the law and respond to legitimate req4ests
to take down copyrighted content srill often profit
from the ad r.evenue derived from showing unlawful
conteut.
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t PROVIDE USERS \..EGAl MEANS TO ACCESS CONTENT,
f' Some users. acquire digital content ille~lly be<;ause
, comparable content is. not a.vailable by· legal roelj.ns.

Some content producers choose to restrict avail:ibil
ity as part of their business model or because they fail
to perceive' that "lo"ng tail" -l,nark;ets exist, a p.rn.ctice
that is increasingly problematic· in the networ.k cra.
For example, movies rele.ased in theaters often are not
officially released on DVD for many months because
of tbe studio business model, reflected in contractual
agreements with file distributors, that emphasizes the
atrical distribution first. The movie may also have only.

EDUCATE USERS ON IMPACT OF DIGITAL PIRACY

Content producers have worked' to try to educate us
ers abollt copyright issues and change public behav
ior. As early as [992; the Software Publishers Associa
tion launched a famous video campaign titled "Don't
Copy that Floppy" to explain the impac't of piracy on
industry and urge users to respect digital copyrights,
The movie industry has mad~ similar efforts suc;h as
showing anti-piracy notices at cincmas and including
anti-piracy videos on DYDs. While the effectiveness
of such public or private efforts to date is unknown,
a long-term change.in what is considered acceptable
social behavior could help decrease digital piracy, the
same way that changing ~ocial norms h-ave led to.re;' .
ductions in littering and smoking:

Changing Social Behavior
Digital piracy exists, in large part, because individuals
choose to engage in it.. Content producers have worked
to 'change this behavior. through various means, includ
ing encouraging users to simply choose not to engage
in the activity eithe-r because it i~ wrong or because it is
easicr to acquire content legally.

To acblcyc the goal of reducing piracy, industry and

gm'emment have used various tactics, inc1udiilg ef
forts to chauge social behavior, implement rechnical
controls, and enforce the legal rights. of copyright hold
ers.

software or entertainment industries. And of course,
all "\mericans henefit from the U.S. economy includ
ing highcr-w::tge jobs and more wmpetitivc industries,
even if ther are not employed in those industries.l3

j.

I
I
!

Iodiv idual Internet users who do ~ot perceive personal
benefit from anti-piracy measures should be reminded
(hat rhe long-tcrm availability of software and enter~

lainment in digiIaJ formats depends on the financial
health and well-being of the producers and artists who
CTeate it. To the extent that pit:acy mitigation systems
serve this end, they do offer payback to the individ
ua1s who do not have a direct financial stake in the

SOLUTIONS TO THE PIRACY PROBLEM
The problem of digital piracy is not new, and content
producers have rned many different suategies over
the years ro mitigate rhe prohlem. There is no "silver
build" that witi solve the piracy problem-no single
technical or legislative proposal will completely'soh'e I
such a complex issue-however, there are many "lead i,
bullets" that can help reduce piracy. Just as prcventing" i
theft in the offline world requires a combination of .~.
industry-backe.d technical controls (e.g., locks, closed
circuit TV, and anti-theft packaging) and goveromcnt
funded enfo~cement (e.g:, Ia\V enforcement, district
attorneys, and courts), the same is true foi preventing
digital piracy. Much of this effoIt will likely come from
industry. Government, however, has an important role .

'1'

to play in protecting the intellectual property of copy-
right holders. A strong legal system is the bedrock of .1
commerce in both the digital and analog world. In
addition, government should riot preclude those im
pacted by digita1 piracy,' including copyright holders
and TSPs, f.rom taking steps, both technical and non
technical, to limit digital piracy.

Finally, [hose who advocate sharing copyrighted con
tent oftcn makt thc critique that digital piracy has a
net benefit to content producers. For example, users
may listen to Illegally downloaded 1l1usic, but then buy
more concert tickets, or "tes, drive" a pirated copy of a
~(,flware progr:'lm but: I he.n purchase. the program aL a
later date. \~!hile some, but certainly not all, instances
of digital piracy may yicld bcoelits to tbe copyright
ownns, this is ultim:ltc1y irrelevant to the debate as the
copyright holders, nor the use!"s, have the legal author
iry to determine the conditions on under which they
want ro disHibure their intdlcctual property. Mure
over, if piracy were [Q actually lead to increased sales,
ratio11al companies would encolliage it (m at least turn
a blind eye [Q it) and thereby gain market share over
their competitors. .
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a limited rdease and be available only in a few theaters
or in certain counrries. If a user wants to watch this
type of lTIm ic outside of the theater during this win
dow, the only option is to download the film illegally.
Similar cOllstr:l1nts also exisr for tele,~isioD pro~ralIl

mingo Coment producers should be encouraged to pro
vide users legal and affordable access to copyrighted
content.

In some case,s releasing for sale the desired conte.nt is
sLmply nOl possible. For exanlple, movie studies cannot
be expected ro release a film before it is fini.~hed, e~'en

while digital pirates have previOUSly acquired and dis
tributt:d unfinished "screener" copies of movies beforc
they are in the~ters.

Pirated coment is, p,u:ticulady appealing for people.
who seeking sources of entertainment that are ,not
available where they live in licensed and legal forms.
For example, British and .-\merican tdevision series are
immensely popular around the world, but limited num
bers of programs are lice,nsed for wider distribution. In
most cases, the series that are licensed arc not available
in oth~r countries right away, which is frustrating to

fans who want their gratification immediately. DWral
entertainment breeds changes in patterns of comnmp
tioD, such as the desire of certain fans to view entiI:t~

seasons of sllspense thrillers such as Fox's 24 back
to-back rather than as isolated episodes a week apart.
Some producers have been slow to rccognb:e long-tail
markets and new patterns oJ consumption, and have
therefore failed to capitalize on the revenue opportu
n.ities they offer. In such cases, digital piracy provides
dues to emergent business models or where content is
p~pular) so there is val~e in passing information ob
tained from piracy mitigation to content producer's for
study. This is not to suggest that piracy only exists be
cause of the desire of consumers for a free ride as much
as to point out that producers should contiuue to labor
to make as much content available legally as widely as
possible to help reduce demand for pirated content. For
example, once music was easily available legally online, .
through stores such as iTunes or :\mazol1, it became
much easier for many' consumers to :buy music rather
than steal it. Although most music is widely available
online for free, purchases of digital musi.c continue to'
grow-~s of the fim half of 2009, paid digital down
loads accounted for 35 percent of total music sales.

PROVIDE USERS THE ABILITY TO IDENTIFY LEGAL MEANS TO
ACCESS CONTENT '

It is becoming increasingly difficult' for the ave.rage·
lntemet user to diffcJ:entlate between legal and ilkgal
content. While :l user who downloads a featurc-lcpgtb
Hollywood movie at no cost 011 a P2P network should
not reasonably expecr rhis to be,a legal copy, most In
rcrnet users wouJd suspect that an online video streaql
ing website is providing legal content (especia'lly. those
charging a membership fee), but have no way to verify
that the copyright owner is being propt:dy reimbursed.
For example, the website Allofmp3.ru operated out of
Russia ~nd sold music files to Internet users at below
market rates based on a Russian licensing scheme tb2t
the- major record labels believe is unlawful. Similar
websires, including MP3Million.com, LegalSounds.
com, and ZML.com, persist today and mislead users
into purchasing copyrighted content from 'illegitimate
sources. The cOlltent-producingw@striesshouldwork
to develop a tntsted label that Internet users can. rely
on to distinguish between websites hosting authorized
and unauthorized copyrighted content.

Implementing Technical Controls
Various technical controls can help reduce' digital pi1:'a- '
cy. These controls can be implemented in one or more
of the processes used to exchange and view copyright
ed content.:-from the user's. media player OJ: person
al computer to the Internet seryicC provider used to

transfer the content. .--

DIGITAL RIGHTS t,1ANAGEMENT

Industry groups have implemented varibus technical
controls to mitigate file sharing. The mQ~t common

, control has been digital fights management (DRM)
technology, or technical controls emhedded within
the content to prevent unauthorized use. Examples
of DR!\! include the FairPlay system wed by Apple
to enforce licensing agreementl! on music downloads,
the contenr scramble system (C$S) schem'e used t~ en
crypt video on DVDs, and the DVD region ~ode used,
to limit DVD playback to cJ:,rtain .deviceS ~Qtd wit4tn, ;
a geographic area. Business aild personal productiv-·
ity software typically comeS with DR.t\1 that requires a
unique liccnSe key to activate the product. DRM is nOt
a perfect solution, as l!ldividuals have produced both
digital and anaJog means of circumventing DRi\-l.. al-



Fi~ure 2: Increase in Upload; r~affic in Japan and the Role of P2P Traffic

though such activity was rightly made illegal by the
Digital Millennium CoprrightJ.ct (DMC.\). rIowcver,
DR?vf docs detcr from piracy many users who, in rhe
absence of DRM, ~'ould illegally copy the digital COll

tent.

DR:t-I also· typic,1lly imposes additional requirements
on the use:!: that can, in ~omc cases, reduce the value of
the product. For exa$ple, DR..Mmay require Imernee
acce~s to connect to a licensing serve!, making me of
certain software or media more. difficult on an offline
Pc. DRMcan also creare interoperability challenges,
especially for proprietary technology, as not all devices
rna}" sitpport all DR1-! implementations. For. examplc1

an e-book downloaded from .\maion for the Kindle
may not be compatible with a Sony e-Book reader.
While initially most of the music sold online contained'
DR1v~, the trend within the lllusic indusrrynow seems
to be towardsDR:r-f-free music, as Apple's .iTunes store
and ~-\ma:ton, tWO of the largest online retailers, have
moved away from selling music tracks \vith DRi\·f. The
trend with e-book retailers continues to be to imple-

meat DRM. DRl\f is also appeniug in some computer
hardware and consumer cb':lIOnics. Fo! example, as
vidco cards have adopted digiral ol!tpnrs, man)' hav-e'
implemented digital copy protection schemes to pre
Vent unatlthori7.ec! c·opying of high-definition digital
video. Televisions in the future could also contain an
ti-piracy devices that would probibit the playback of
copyright-protected content.

~~ETWORK MANAGEMENT

Internet service ptoviders (lSPs)·around the world are
repl~cing "all you can eat" unlimited service plans with
volume-bounded service plans or usage-sensitive pric

ing plans. A recent GECD report roufld that as a result
of growing use of high bandwidth applications, includ':
ing. P2P applications, "some operators .responded by .
i~posing limitations 'on the amounf of bandwidth that

usets are allo\\.'ed to transmit 10. a~ep I,llonth. .T~ese
bit caps were typically found in isl~nd countries with
limited imernational transmission capacity, but they
have now appeared in other OEeD countries. as welt
Currently there are offers with explicit bit caps in tWQ-'

IP Traffic (Upstream)

• P2P occupation rate is higher in upstream than in downstream.
• P2P traffic occupied no less than approx.50% throughout 24h in Apr.2Q06.
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lhi'rds of OECD countries.~'H For exampk, a l\Iarch

2007 survey founo (hact almost 95 percent of broad
band subscribers in ]\;ew Le,aland had plans with a data

cap of5 gigabytes or 11'55. 2
; In Japan"ISPs also place a

monthly limit on uploads, wbich effectively throtcIes

P2P use; this cap is in phce despite the enormous ca
pacity of last~mile networks in Japan, whicn can be as
high as 1 gigabit per second.2f

' The actions were taken
by the ISPs oecl\usc, as shown in the graphs, P2P traf
flc makes up a significant portion of Interriet traffic,

These ~llOves lu:e an indirect Ieac; tion to digital piracy,
because pirates c()nstitut~ the largest group Qf Inter
net users engaged in uploa~ing and down.loading the

largest amounts of content. FbI example, in Japan,
the Minist.ey of Communication:; report~ tha:t over 50
percent of broadband traffic 15 from P2P file sharing,
most of it illegal: .l\nd tnese high ba.ndwidth-using pi
.rates cost lSPs mor~ to serve, theIeby, in the absence
of volume-based plans, lead'ing to h.igher prkes for an
consUtuers, This IS a particular problem fOI mral ISPs,

because they pay mOre for-Internet transit than their
bcttcr"conncl;:ted urban COl.l~lcrparts and frequently
rely on wireless last-mile conneCtivity that i$ harqer to
accelerate than wireline systems. In addition to usage
caps, 'some ISPs around the world, particularly 'cable
s>'stems tnat have more, limited upload capacity" have
adopted systems that lower tbe priority ofpackets flow- "
ing to and from their heaviest userS during periods ,of
nigh networ.k.load. -

\Xlhile network traffiG management systems are more
a r.eaction to the p~oblcms piracy causcto network
performance than an effort at mitigation, their use
has been criticized by proponents qf openacc¢ss to

copydghted material on grounds that they timiD free
expression. Puhhc Knowledge's technical consultant
Robb Topolski has descdbedsupi systems as "a fmm of
"Jiscrimination based on user-histmy Isicr' that sfi~u1d
be forbidden undcrnetwork neutrality lawsY But to
[he extent that such systems provide a better Internet
experience f9.t the majority of law-abiding customers,
they are actually pro-consumer.:l8

Netw~rk managemen~ tools;lIe also llsed hy colleges
and universities where u!lauthoriz~~d file Sha!1ng is
common, Given that these P2P file snaring networks

aIe used predominandy' for the illegal exchange of

copyrighted content and their use limits the amount

ofhand\\';dth aVililahk for legitimate research and aca
demic purposes, some ulliversity network operators
have implemented network managemertt scheflles ~o

block or dcg.radc Ine use of certain' p~p services. Many
Ulliversities acted swiftly to implement bans on cer'tain

P2P file sharing applications in the early days of P2P ,
file sharing networks. 1':OI example, in August 2000,
34 percent of u.s. uni<;-ersities banned their campus
Interner use.rs from using Napster. 2", '

While network management is not a rights enforce
ment tool, it is a necessary part o£ a comprehensive
mitigation str~tegyagainst har\Ils caused tp the Inte~et
ecosptcm by pinlCY. The Internet is a sh\lred res,ouree

system by design, and those who attempt to 'consume
more than a fair share of resquIces without paying an
additional price to ,cover these extra costs make It less
responsive to othe.rs, whether they arc c.I,1gaffing in pi--; ;
racy or not. Internet regulators must Iemain JU,indful
of the impact that piracy has on legititnate-:netwo~k'
llsers, and should not limit or ban reasonable network
management practices that enfOrce fair shining of net~

work tesouIces. Jil ••

(.

P2P NETWORK POLLUTIQN

Because a gr<:;at deal of pira<iy begins with useers up
loading torrent files to iodexer sites like The P:irate Bay
and Minioova, rights enforcement efforts, serrietimes ~

take the form of polluting these s,hesv,r}th ',bad cop
ies of content files. The process begij:ts: with a rights
holdet uploading a torrent file to the'iade.xer site and"
seeding one or more c~mput!-,rswith fakt: copies of at).
appatentJy pirated movi~ or television program. HJ30
employed such tactics to 4mit tbe pirat;yq,fits popular,

. series Rom& by ntn.ning systems-, On P2P networks th,at' i

advertise thaI' i:l.1ey have a, poru<>.n ,of the p~ated fik •
but sending the, wnong data to downloadets..i\.lthough .
P2P file sharing die.nts can detect and .reco~et fr~m' '

this tactic, it can sigpificantly slow dow.n the downlQad
process,'1 /1 similar strategy was used by the music in~

dllstry to fruswitc use.rs who attempted to download
unauthorized copyrighted music Ii lcs fi.dOl P2P 110t-·
wurks like Kazaa: The recording industry flooded the'
P2P networks with files that appeared to be high~qual

it}' recordings, but Instead only contained a brief dip
of the music followed by sraric. 'Techniques such as this

are used to make illegal file sharing more difqcult tnan
legally acquiring the content but have generally been
ineffective at significantly scaliug back digital piracy.
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Such strategies are ofte,11 quite effective if pursued dil
igentl)' enough, because. pinlC}' betwe.ell patties who
are not known to each other depends largely on tmst,
but indexer pollmion has tbe effect of moving would
be pirates to private indexers with administrative staff
wb~ monitor torrent files for q'uality. Gaining access
to a private inqe,xer typically requires ~n invitation,
and for that rcason private indexers have smaller num
bers ?f users, but such sites are milch harder to 1n\'ade
and pollute than public indexers. ,

CONTENT IDENTIFICATION

Content idt'otificatioo systems recognize cop5'righted
concent so that, copyright owners can take steps to re
duce digitIII piracy. Using these systems" copyrighted
content can be detected by automated means if others
try to share it 6n file sh'arin~ oetw~rks OJ: websites.
The technology cali be deployed at vadous locations,
including 00 peer computers; file-sbaring networks,
servers ofuser~gcneratedcontentwebsires, consumcr
electronics, and at the ISP level as data passes through
networks into ancl out of network endpoints. 'Various
tcchrlC)logies can be u$cd to identify content including
digital wate~marks, fingerprints; and m<:.tadata.

• Watermarking systems embed identifiable data in
audio andvidco cqntent that are invisible and'inau
dible to humans but easily recqgnized by content
recognition systems. Unique watermarks are em" >

he~ed,in theatrical releases of movies il} such a
way rhat i£ someone recQxds the movi~ with a cain~'

Gorder 'and then distributes the video, the studio
can stili recognize the watermark andidentif}' the.
source of the recording. Wat~rtnarks are also used,
in conjunction with DRM, on optical ~c:dia such as '
DVDs and Blld-ray discs to prevent and Jetctf un

authorized copying.~i \~raterinarks can be dif(icult
to remove:-ev~nwhen the 'content is pq!poseIy
altered-and arc therefore an important step in
limiting the unauthorized' distribution of licensed
material.

• Fingcrprinting is a means of extracting casily-rec
ogtlized features from audio andvideo content that
are nut deliberately placed in the content but arc
nonetheless essentiaL For example, fingerprint de
tection systems may look for a given musicalmelody
or voice clip in a song or soundtrack of::L movie and
match it to a melody in a music database, in much
the. same way that musk discovery systems, such as

(he mobile phone, application Shazam, operate, Sim
ibr fingerprinting technologies are also used for
\·ideo. Using fingerprints, content owners can easily
determine if their content has been uploaded to a
website like YouTube, for example, whi~h enables
the 'website to teject the upload and prevent others
from vit:;wiug or downloading it. DigItal fingerpdntS,

. can be highl)" accurate and difficult tef def~.at;.a~d

they have been implemented in "adUlls well.kno'wn
content idemilicatiotlsystems such as Audible Mag
ic and Vqbile.

c Metadata systems look for the: content idmtifiets
used by piracy-enabling P2P applications, such as .
BitTorrent, for d'atabase matches with known un
lawful contcnL \'Vhen content is made ava.ilable.
through piracy indexes such as the Pirale Bay or
:\lininova, an identifier called a ha~h tag is c~lculat,.

cd based 011 the entire contents of a file, which
enables the file to be uploaded and downloaded

. without ambiguity. A gi\-en piece of content may .be
made available for piracy in a numher of fOJ:1Dats~.
and each unique format will genaate a new hash
tag, so keeping rhe database of unlawful hash tags
up t9 date cao be challenging. Hash tags, can also be
obscttrcd by encryptitJn, hut rights holders have-.
found back doors into piracy encryptio$i ,systems
that allow them to decqpt and inspect unlawful:
content.33.

bach of thes~ systems cmpioys a database; a feattire- ~ '.
extraction system, and a pattern-matching engine that
together are similar to the systems that are commonly
used to block spam aod pHiteer persomd ,compu~crs

from viruses and other fonns of malwa:re. As with
these protection syst.ems with which most people are,
familiar, content recognhion systems arc, not perfc:ct.,
Some may miss certain unlawful transactions a.nd rna}' "
'falsely identify others, but on balance· they are, useful
tools that can de~rease the incidence of piracy WhCUN

er they are employed. Moreover, some tools today ar~ ,
highly accurate and through innovation the technology
can, and likely wil~ improve even more.

BLOCKING INTERNET USERS FROM WEBSITES THAT INDEX OR
TRACK PIRATEp CO~TENT

Critics of piracy mitigation have focus,ed most of their
attention on the supposed drawbacks of filtering, and
have [cnded lo ignore alternate approaches that are
either supplemental or independent to filtering, One

PAGE 10


